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5 Abstract of the Disclosure 

An apparatus to enable operation of a computer by authorized users when in a 
secure mode of operation is provided. One exemplary apparatus includes a hub 

10 configured to be in communication with the computer. The hub includes a card reader, a 
card microprocessor and an encryption engine. The apparatus also includes a card 
configured for insertion into the card reader. The card includes a card microprocessor. 
In addition, the apparatus includes a user authentication device configured to validate the 
user as an authorized user of the card. If the user is validated as the authorized user, then 

15 the card microprocessor passes a key to the hub microprocessor in response to the 
validation of the user as the authorized user of the card. The encryption engine of the hub 
is then activated to operate in a secure mode of operation. 
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